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Reassociating PDF Seal in Adobe Reader 9

1. Open Adobe Reader 9. Go to the Document pull down and select Security Settings.

E.Aduhe Reader
File Edit Wiew POGENGENS Tools Window Help

A sign

lﬁ Security r
Security Settings...

Manage Trusted Identities...

Change Accessibility Reading Options... Shift+Ctrl+5
Accessibility Quick Check Shift+Ctrl+6

Accessibility Setup Assistant...

2. In the Security Settings box, select the Digital ID Files option and then click Attach File to attach your
existing personal information exchange (PFX) file.

Security Settings
= Digital ID's Detach File Change Password Login  Logout e Refresh
Roaming ID Account
Digital ID Fies Faolder Status
Windows Digital IDs
PEC5#11 Modules an
Directory Servers
Time Stamp Servers
g 4 | i | r
gl
Manage My Digital ID Files H
This is a list of the digital ID files on this computer from which digital IDs are ket
available. Digital ID files are password-protected files that contain one or more
digital [Ds. A
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3. In the Locate Digital ID File dialog box, you will need to browse for your PFX file. Typically, the PFX file
should be on your C: drive under the Digital ID folder. Click Open once you have the PFX file located.

‘B3 Locate Digital D Fil
Lockin: |, Digital Id - & .? B G~
(B Marne : Date modified Type
el | b schwac_20080314_v8.pfx 3/14/2008 1:46 PM  Personall

Recent Places

File name:

schwac_ 20080314 v3pfx

Files of type:

| Digtal ID Fies (12" pfi)

1=k
ol gl |

e

Type: Personal Information
Exchange

File Size: 2 KB

Modified: 3/14/2008 12:46 PM

4. Enter your Password and click OK. You now have your PFX file reassociated to Adobe Reader 9 for sealing

the contract plan PDF files.

Password: ||

Enter a password to open the digital ID file,

0K

Cancel
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5. Now within Adobe Reader 9, we need to combine your Seal and Digital ID so it looks correct on the contract
plans. Open up the Preferences option under the Edit pull down menu.

B2 Adobe Reader
File m View Document Teools Window Help
Ctrl+Z
Shift+Ctrl+Z

Ctrl+X
Copy Ctrl+C
3 Paste Ctrl+V

Delete

Copy File to Clipboard

Select All
Deselect All

Ctrl+A
Shift+Ctrl+A

Check Spelling
Look Up Selected Word...

Find Ctrl+F
Shift+Ctrl+F

Search Results 4

Search

Preferences...

6. Select the Category of Security. Then click the New... option.

Preferences .

Categories:
Digital Signatures

D t
ocuments Verify signatures when the document is opened l Advanced Preferences... ]

Full Screen

General [7] View documents in preview document mode when signing

Page Display

Appearance

3D & Multimedia MNew...
Accessibility

Forms Edit...
Identity
International
Internet
JavaScript Delete
Measuring (20)
Measuring (30)
Measuring (Geo)

Duplicate

Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Search

Security (Enhanced)
Spelling

Tracker

Trust Manager

Units

Security Settings
[7] Load security settings from a server

Server Settings

URL:

Settings must be signed by: Allow Any Certificate

Check everg Week @ Month

2 Weeks 3 Months Ask before installing

Update Now

oK

) [ conce
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7. Use your full name for the Signature Appearance. Now toggle on the Imported graphic for the
Configure Graphic area of the dialog. Select the File... button.

-

Cenfigure Signature Appearance @

Title: |Christian Schwanditner
Preview

Digitally signed by your common
name here

DM: your distinguished name hers
Reason: your signing reason here
Location: your signing location here
Date: 2009.12.29 13:29:52 -06'00'

Configure Graphic

Show: () No graphic Import Graphic from:
@ Imported hi .
| e
) Mame

Configure Text

Show: [V Name [¥] Location [] Distinguished name [¥]Logo
Date Reason Labels

Text Properties

Text Direction: @ Auto () Left to right () Right to left

Digits: 0123456789 -

OK ] l Cancel
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8. Browse to the folder where you have the PDF file of your seal (C:\Digital ID). Then click the
Select button.

E Open @
Lookin: |, Digtal ID - @2 e mE-
= Mame - Date modified Type
= yp
% = = ¢ OF Mg
& | |~ Schwandtner-Christian.pdf 12,/29/200910:37 ...  Adobe Ac ,\-@ i 2
Recent Places & e 2
LAST
| o NUMEER
L | 3 reioonn
— %‘{\ - \%“'
Desktop ‘f‘?"rﬁWAL E—‘t&
= THS SHEET HAS EEEN
_ SHSED, SEALED AND DATED
L= ELECTROM CALLY
Libraries
Type: Adobe Acrobat Document
" File Size: 43 KB
ﬂ,,k! Modified: 12/29/2009 10:37 AM
COHAZ3047
@' o« 11 r
Network
File name: Schwandtner-Christian pdf - l Select I
Files of type: | Acrobat PDF Files (* pcf) v | Concel |

9. Now you will see your seal in the dialog below. Make sure the seal looks correct and then click the OK
button.

Select Picture

=

File: |/C/Digital ID/Schwandtner-Christ

Browse...
Sample
'-."-Ill"l.l”'r".",.fl,r
W4 ‘ty
Sk DM’J&Q 2
3:}?‘ -—e-- ,2::,
= 77 HETHI =
= ' NUMBER =
= - -
= =~ PE-0000000000 - e =
Tl eew T
- — N
.1:,/ (“:Pls, - * \\\,
7, ONAL S
st

THIS SHEET HAS BEEN
SIGNED, SEALED AND DATED
ELECTROMICALLY,

1 out of 1 images

|[ oK ]l[ Cancel
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10. Now you will need to modify the Configure Text and make sure all options are unchecked. Then click the
OK button.

Configure Signature Appearance E

Title: IChristian Schwandtner

Preview

J’g’ﬂ'

2 & z
B i 5
‘.ﬁ;.m.?l_ “,;3'
il T
Cenfigure Graphic
Show: () N graphic Import Graphic from:
@1 rted hi -
e
) Mamne
Configure Text

Show: [ Name [ Location ["] Distinguished name [ Logo
Date Reason Labels

Text Properties

Text Direction: (@ Auto () Left to right () Right to left

Digits: |0123456789
e
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11. Now you have created the signature block to be used with your Digital ID. Click the OK button.

You have now completed the steps for reassociating your PFX and PDF files for sealing PDF contract plan files.

] Preferences @

Categories:
Digital Signatures

Documents [] Verify signatures when the document is opened
Full Screen
General []View documents in preview decument mode when signing
Page Display

Appearance
v
Accessibility
Forms
Identity
International
Internet
JavaScript Delete

Measuring (20)
Measuring (30)
Measuring (Geo)
Multimedia (legacy) Security Settings

Multimedia Trust (legacy) [] Load security settings from a server

Reading Server Settings

Search

Security

Security (Enhanced)
Spelling

URL:

Settings must be signed by: Allow Any Certificate

Tracker Check every Week (@ Month Update Now

Trust Manager
Units 2 Weeks 3 Months Ask before installing

12. Once you start sealing PDF files again, you may need to watch and make sure you change your appearance
from Standard Text to your name that you typed in for your appearance. This will insure the correct image to
be place in the seal area of the PDF file. You will also need to input your password in for the document you are

signing.

Sign Document E

w

Sign As: ’ChristianSChwandtner<christian.schwandtm vl @

I Pazzword: I I
Certificate Issuer: Christian Schwandtner

Appearance: | | Christian Schwane =
Standard Text

é@‘.‘v u:::- Christian Schwandtner
[}

Create Mew Appearance ...
—

[ Lock Document After Signing @

Sign |l Cancel ] =
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Reassociating PDF Seal in Adobe Reader 10

If Adobe Reader 10 has been installed on your machine, you will need to do the following steps to associate
the digital id file (.pfx) for sealing PDF files and also create a new appearance so your seal looks correctly in the
title block area.

As you would normally do, left click inside the area for sealing the PDF files.

=

500 THIS MED[A SHOULD

NOT BE CONSIDERED
A CERTIFIE
DOCUMENT -

DATE PREFARED

4/5/20N

ROUTE | STATE

CTRONICALLY SEALED AND DATED.

In the “Add Digital ID” dialog box, select the options as shown in the image below and then select Next.

Add Digital ID

I'want to sign this docurment using:

@ My existing digital ID from:
@ A file

() A roaming digital ID accessed via a server

) A device connected to this computer

") A new digital ID I want to create now
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Browse for your .pfx file, which is located under the Digital ID folder. The Digital ID folder should be located
under your C: drive somewhere.

Put in your password and then select Next.

Add Digital ID |

Browse for a digital ID file. Digital ID files are password protected and require your password in
order to be opened.

File Mame:

IC MUsers\greencd\Digital ID\schwac_20100331_v9.pfx Browse...
Password:

[

v [ e

Click on Finish to add the Digital ID for sealing the PDF files.

Add Digital ID (=34
kiﬁ
The following digital IDs will be added to your list of digital IDs that you can use for signing or
encryption:
Name Issuer Expires

Chrisitian Schwandtner 2015.033113:17:59 Z

s
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Now you will need to recreate your appearance for Adobe Reader 10 so the seal looks correct in the title block

area. In order to do this, select the pull down in the Appearance area and select Create New Appearance....

Sign Document E

Sign As: [ChrisitianSChwandtner<christian.schwandtn v] i

Password: I

Certificate Issuer: Chrisitian Schwandtner

Appearance: [ Standard Text d

.. i i Create New Appearance ..
Chrisitian .
Schwandtner

email=christian.schwandtner@mod
ot.mo.gov, c=US

Date: 2011.04.05 10:58:07 -05'00°

"W

[ Lock Document After Signing

~SH

I Sign

| [ Cancal | E
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In the “Configure Signature Appearance” dialog box, fill out the Title as it appears on your seal.

Uncheck all the options in the Configure Text area in the dialog box.

-

Configure Signature Appearance E

Title;  |Chrstian Schwandtner

Preview

Digitally signed
by your common

name here
Configure Graphic
Show: () Mo graphic Irnport Graphic from:
@1 rted hi ,
e
71 Mame
Configure Text

Show: [ | Mame [] Location [ Distinguished name [ Logo
[[7] Date [ Reason [ Labels

Text Properties

Text Direction: @ Auto () Left to right () Right to left

Digits: 0123456789 -

oK | [ e
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Now in the Configure Graphic area, toggle on Imported graphic and then the File icon.

In the “Select Picture” dialog box, select Browse and navigate to the Digital ID folder

(C:\Users\userid\Digital ID). Select your digital id pdf file.

Once all the information is completed, click OK in the “Select Picture” dialog box first and then OK in the
“Configure Signature Appearance” dialog box.

Configure Signature Appearance

(=]

Title: |Christian Schwandtner

Preview

Configure Graphic
Show: L

@ Imported graphic

Digitally signed
by your common
name here

Import Graphic from:

Configure Text
Show: [] Name [ Location [] Distinguished name [FILoge
[ Date 7] Reason [ Labels
Text Properties
Text Direction: @ Auto () Left to right () Right to left
Digits: | 0123456789 =
oK Cancel

A CERTIFIED
DOCUMENT .

Select Picture

File: I,."Q‘U sers/greencd/Digital ID/Schy]

[ Browse...

Sample

\\“\‘E)I}é“,{.;w“’/
\\\\ \A ;86' /’/,
© ARSTM

THIS SHEET HAS BEEN
SIGNED, SEALED AND DATED
ELECTRONICALLY.

1 out of 1 images

=)
1

Cancel ]

s —
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Finally, type in your Password and make sure the Appearance is set to “your” appearance that you just create.

Click Sign.

Sign Document E

Sign As: lChrisitian5chwar1dtr1erdchristian.schwandtn vl @

Password: I
Certificate Issuer: Chrisitian Schwandtner

3, ot & v

Lock Document After Signing a

| sign ||| cancel |

Click on Save when the “Save As” dialog box opens.

L Save As

Savein: || d0170834

~

- @@
T Mame

= Date modified Type Size
e

I@UU&_F’P‘_JSIi’l]P_43_i1t]t].pt:h‘ 4/5/2011 9:33 AM

Adobe Acrobat D... 640 KB
Recent Places

L

Desktop

Libraries

L]

COHAS3049

File: name: 006 PP _J5P0243 i100.pdf

- Save
Save as type: [AdobeFDFFd&sl:‘pcﬂ "]
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Select Yes when the “Confirm Save As” dialog box opens.

Confirm Save Az

i

006_PP_J5P0243_i100.pdf already exists,
=== Doyouwantto replace it?

The PDF should now be sealed with your digital id.

1l.|'|'|_|.1|H|',l|.

H.l.lj.r“”ull\‘l

THIS SHEET HAS BEEN
SIGNED, SEALED AND DATED
ELECTROMICALLY,

DATE PREF&RED

4/5/201

TRONICALLY SEALED AND DATED.
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Re-associating PDF Seal in Adobe Reader 11

If Adobe Reader 11 has been installed on your machine, you will need to do the following steps to associate
the digital id file (.pfx) for sealing PDF files and also create a new appearance so your seal looks correctly in the
title block area.

As you would normally do, left click inside the area for sealing the PDF files.

=

500 THIS MED[A SHOULD
NOT BE CONSIDERED
4 CERTIFIE
JOCUMENT.

DATE PREFARED

4/5/20N

ROUTE | STATE

CTRONICALLY SEALED AND DATED.

In the “Add Digital ID” dialog box, select the options as shown in the image below and then select Next.

Add Digital ID

I'want to sign this docurnent using:

@ My existing digital ID from:
@ A file

() A roaming digital ID accessed via a server

() A device connected to this computer

() A new digital ID I want to create now
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Browse for your .pfx file, which is located under the Digital ID folder. The Digital ID folder should be located
under your C:\Users\userid\Digital ID or C:\Digital ID.

Put in your password and then select Next.

Add Digital 1D x|

Browse for a digital ID file, Digital ID files are password protected and require your password in
order to be opened.

File Name:
IC M\Users\schwac\Digital Id\schwac_20130401_v10.pfx Browse... |
Password:

T | <Back | Next > |

Click on Finish to add the Digital ID for sealing the PDF files.

Add Digital ID [==3a]

The following digital IDs will be added to your list of digital IDs that you can use for signing or
encryption:

Name Issuer Expires

Chrisitian Schwandtner Chrisitian Schwandtner 2015.03.3113:17:59 7

g [,
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Now you will need to recreate your appearance for Adobe Reader 11 so the seal looks correct in the title block
area.

In order to do this, select the pull down in the Appearance area and select Create New Appearance....

Sign Document E

Sign As: [Chrisitian5chwandtner<christian.schwandtn v] i

Password: I

Certificate Issuer: Chrisitian Schwandtner

Appearance: [ Standard Text d

. e i i Cratr—.- Mew Appearance ..
Chrisitian R oo
Schwandtner

email=christian.schwandtner@mod
ot.mo_gov, c=US

Dates 20110405 10:58:07 -05'00°

Ol

[ Lock Document After Signing

G

I Sign

| [ Cancal | E
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In the “Configure Signature Appearance” dialog box, fill out the Title as it appears on your seal.

Uncheck all the options in the Configure Text area in the dialog box.

-

Configure Signature Appearance E

Title;  |Chrstian Schwandtner

Preview

Digitally signed
by your common

name here
Configure Graphic
Show: () Mo graphic Irnport Graphic from:
@1 rted hi ,
e
71 Mame
Configure Text

Show: [ | Mame [] Location [ Distinguished name [ Logo
[[7] Date [ Reason [ Labels

Text Properties

Text Direction: @ Auto () Left to right () Right to left

Digits: 0123456789 -

oK | [ e
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Now in the Configure Graphic area, toggle on Imported graphic and then the File icon.

In the “Select Picture” dialog box, select Browse and navigate to the Digital ID folder

(C:\Users\userid\Digital ID or C:\Digital ID). Select your digital id pdf file.

Once all the information is completed, click OK in the “Select Picture” dialog box first and then OK in the
“Configure Signature Appearance” dialog box.

Configure Signature Appearance

(=]

Title: |Christian Schwandtner

Preview

Configure Graphic
Show: L

@ Imported graphic

Digitally signed
by your common
name here

Import Graphic from:

Configure Text
Show: [] Name [ Location [] Distinguished name [FILoge
[ Date 7] Reason [ Labels
Text Properties
Text Direction: @ Auto () Left to right () Right to left
Digits: | 0123456789 =
oK Cancel

A CERTIFIED
DOCUMENT .

Select Picture

File: I,."Q‘U sers/greencd/Digital ID/Schy]

[ Browse...

Sample

\\“\‘E)I}é“,{.;w“’/
\\\\ \A ;86' /’/,
© ARSTM

THIS SHEET HAS BEEN
SIGNED, SEALED AND DATED
ELECTRONICALLY.

1 out of 1 images

=)
1

Cancel ]

s —
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Finally, type in your Password and make sure the Appearance is set to “your” appearance that you just create.

Click Sign.

Sign Document E

Sign As: lChrisitian5chwar1dtr1erdchristian.schwandtn vl @

Password: I
Certificate Issuer: Chrisitian Schwandtner

3, ot & v

Lock Document After Signing a

| sign ||| cancel |

Click on Save when the “Save As” dialog box opens.

L Save As

Savein: || d0170834

~

- @@
T Mame

= Date modified Type Size
e

I@UU&_F’P‘_JSIi’l]P_43_i1t]t].pt:h‘ 4/5/2011 9:33 AM

Adobe Acrobat D... 640 KB
Recent Places

L

Desktop

Libraries

L]

COHAS3049

File: name: 006 PP _J5P0243 i100.pdf

- Save
Save as type: [AdobeFDFFd&sl:‘pcﬂ "]
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Select Yes when the “Confirm Save As” dialog box opens.

Confirm Save Az

ﬁn 006_PP_I5P0243_i100.pdf already exists.
=== Doyouwantto replace it?

The PDF should now be sealed with your digital id.

1l.|'|'|_|.1|H|',l|.

H.l.lj.r“”ull\‘l

THIS SHEET HAS BEEN
SIGNED, SEALED AND DATED
ELECTROMICALLY,

DATE PREF&RED

4/5/201

TRONICALLY SEALED AND DATED.

Make sure you check in your file.
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Re-associating PDF Seal in Adobe Reader DC

If Adobe Reader DC has been installed on your machine, you will need to do the following steps to associate
the digital id file (.pfx) for sealing PDF files and also create a new appearance so your seal looks correctly in the
title block area.

As you would normally do, left click inside the area for sealing the PDF files.

4
Ll

'_

~ 3
S

THIS MECR[a SHOULD Jo

S00 - AHE TOERE N =
MOT BE CONSIDERED =

4 CERTIFIE -

DOCUMENT. L

_

~I

[

W

-

|

_

=

[

DATE PREPARED =

4/5/20M g

ROUTE [ STATE Z

In the “Add Digital ID” dialog box, select the options as shown in the image below and then select Next.

Add Digital ID

Iwant to sign this document using:

@ My existing digital ID from:
@ A file

() A roaming digital ID accessed via a server

() A device connected to this computer

) A new digital ID I want to create now
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Browse for your .pfx file, which is located under the Digital ID folder. The Digital ID folder should be located
under your C:\Users\userid\Digital ID or C:\Digital ID.

Put in your password and then select Next.

Add Digital 1D x|

Browse for a digital ID file, Digital ID files are password protected and require your password in
order to be opened.

File Name:
IC M\Users\schwac\Digital Id\schwac_20130401_v10.pfx Browse... |
Password:

T | <Back Next > |

Click on Finish to add the Digital ID for sealing the PDF files.

Add Digital ID [==3a]

The following digital IDs will be added to your list of digital IDs that you can use for signing or
encryption:

Name Issuer Expires

Chrisitian Schwandtner Chrisitian Schwandtner 2015.03.3113:17:59 7

g [,
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Now you will need to recreate your appearance for Adobe Reader DC so the seal looks correct in the title block
area.

In order to do this, select the pull down in the Appearance area and select Create New Appearance....

Sign Document E

Sign As: Christian Schwandtner (Christian Schwandt v]

[ssued by: Christian Schwandtner

Appearance: [Standard Text i
Ctoneard Tawt

Create New Appearance .. Sign d by

Christi
Schwandtner

Schwandtner pate: 2016.09.07
07:55:18 -05'00"

[ Lock Document After Signing

Click Review to see if document content )
may affect signing

Enter certificate password and click the 'Sign' button

I—
[ Sign H Cancel
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In the “Configure Signature Appearance” dialog box, fill out the Title as it appears on your seal.

Uncheck all the options in the Configure Text area in the dialog box.

Configure Sighature Appearance
Title: |Christian Schwandtner J
Preview

Digitally signed
by your common

name here
Configure Graphic
Show (Mo graphic Import Graphic from:
@ Imported graphic

) Mame

Configure Text

Show: [ |Mame [ Locatian [C] Distinguished name [[Logo
[ Date [ IReason [ ] Adabe Version [ Labels

Text Properties

Text Direction: @) Auto () Left to right () Right to left

Digits; 0123436789 =

oK l | Cancel
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Now in the Configure Graphic area, toggle on Imported graphic and then the File icon.
In the “Select Picture” dialog box, select Browse and navigate to the Digital ID folder

(C:\Users\userid\Digital ID or C:\Digital ID). Select your digital id pdf file.

Configure Signature Appearance @ A CERTIFIED
DOCUMENT .

Title: |Christian Schwandtner

foliw Select Picture ==
Dlglta”y Slgned i File: IijUsers,"greencélfDigitﬂID.-"SCh\-' [ Browse...
by your common
h f Sample
name nere
W g,
W fty
e OF Miga
Configure Graphic e | SAY eme-- ’2/,
97 meM Tz
Show: Import Graphic from: = i LAST Y =
@ Imported graphic [—] —:;__a NUMBER E q:;:—
, fles =, PE-0000000000, & =
- = L - =
O Sl G
AT
7 1 \
Configure Text i
L THIS SHEET HAS BEEN
Show: [] Name [ Location [] Distinguished name [[ILogo ] SIGNEJ%&YDATE)
[T Date ["] Reason [ Labels ?
o Buper= e 1 out of 1 images
Text Direction: @ Auto () Left to right () Right to left g
y
Digits: 0123456789 = F [ ok || cance |
+ou
[ ok || conca | |HHH
[ cw ACt

Once all the information is completed, click OK in the “Select Picture” dialog box first and then OK in the
“Configure Signature Appearance” dialog box.
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Finally, type in your Password and make sure the Appearance is set to “your” appearance that you just create.

Click Sign.

i

-

Sign Document E

Sign As: Christian Schwandtner {Christian Schwandtt v‘

[ssued by Christian Schwandtner ‘ hore Details ‘

[Appearance:

Christian Schwand v‘ ]

i

| Lock Document After Signing

Click Review to see if document content )
may affect signing Review..

Enter certificate password and click the ‘Sign’ button

|
| Help | [[ Sign l]‘ Cancel




REASSOCIATING PDF SEAL TO ADOBE READER

Click on Save when the “Save As” dialog box opens.

L Save As
Savein: || d0170834 ~ @ F e o
=) Marne = Date modified Type Size
ke EC]UU&_PP_JSPUZH_ilUU.pdf 4/5/2011 9:33 AM Adobe Acrobat D... 640 KB

Recent Places
Desktop

Libraries

COHAS3049

@

MNetwork

File: name: D06 PP J5P0243 i100.pdf - | Save I
Save as type: ’Mobe POF Files {*pdf) v] | Cancel |

Select Yes when the “Confirm Save As” dialog box opens.

Confirm Save As

.E'" 006_PP_I5P0243_i100.pdf already exists.

=== Do youwant to replace it?

The PDF should now be sealed with your digital id.

|r|ll'.'|,'|||'|I|.'l

DATE PREFARED

4/5/2011

7
.’f’.
TRONICALLY SEALED AND DATED.

Make sure you check in your file.



